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ap € AP, AP € Atg, PloTs € {Re, (Ss, Sph), [oTsr}

I0Ts = (Re) N (Ss, Sph) N (I0Tsr)

ap € AP,AP € Atg,PITILs € {P,(Tm,Spm, Pm), ITILsr}
ITILs = (P) n (Tm,Spm, Pm) N (ITILsr)

ap € Ap, AP € Atg,PCs € {Pco, (Cst, (Fre,Ure, Ore), Csc, Csr)}
Cs = (Pco) N (Cst) N (Fre,Ure, Ore) N (Csr) N (Csc)
ap € AP, AP € Atg,PPco € {Ps, (ITILc,10Tc), Pcor}

Pco = (Ps) n (IoTc, ITILc) N (Pcor)

ap € AP, AP € Atg,PPs € {Gat, (I0Ts,ITILs), Psr}

Ps = (Gat) N (IoTs,ITILs) n (Psr)

ap € AP, AP € Atg,PGat € {(Aat, Iat),Gatr}

Gat = (Aat,Iat) N (Gatr)

ap € AP, AP € Atg,PTs € {Cs,10Ts,ITILs,Jo,Co, Ret}
Ts = (Cs) n (IoTs) N (ITILs) n (Jo,Co) N (Ret)
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Model2 : Calibration

Calibration progress

Current Best Chjective:
445
Iterations completed: 500
428
= 248
Objective: 4446 4448 e
Parameters Capy bast 4.45
8s 0.4 0.4 4
Tm 0.12 0.12 b
pm 052 ] b
445
Fm 0.42 0.42 a 1 20 300 200 500
Sph 0.65 0.65
Current @ Sastinfessible @ Sest feasitle
Fra 287 0.287
-
Ure 438 0.438 Criteria
Ts curve match
ore 21 0.21 =0
Ast 7 o7
lat 0.3 0.3 -
10Te 033 0.23
ITiLe 0.68 o
10
Jo 01 0.04
Co 125 o
ok
Ret 8 20 4 &a =) 10
T 000 20
Historic @ Currant @ Sastfzasible
s 24 4
fots 000 2
Rec G600
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Model2 : Calibration1

Current Best
Iterstions completed: 500 3
Objective: |} 4.453 1452
Parameters Copy best
s 0.37
Tm 0.1
Spm s
Pm 04 04
Sph 0.625 0825
Fre 035 035
Ure 0.51 051
ore 0 023
At 07
Iat 03
10T 0.33 033
MiLe 0.68 068
Jo 0.041 0.041
Co 0125
Ret 8 [
To 20,000
Cst 24 24
Cse 2,000 2.000
Rec 800

Calibration progress
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Model2 : Calibration2

Current Best
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Model2 : Calibration3

Calibration progress

Current Best __ Ohjective:
Iterations completed: 500
Objective: | 4.453 4.453

copy bagt 42
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Abstract

Security of information technology infrastructure library processes needs to provide
intelligent solutions to advance goals and prevent vulnerabilities, given the stimuli in
the IoT environment. To ensure security, proper management is needed to maximize
security levels so that complex paths can be eliminated, performance improved, the
information technology infrastructure library process structure optimized, and
ultimately the goals achieved. The present study is based on a detailed analysis of
relationships, manual and systematic models by studying the security of research
achievements in three categories: free, academic and organizational. We consider the
probability of attacks in processes in four areas and three general modules, specific,
propagation by analyzing security scenarios and with maximum levels in the
simulation model. Also, the maximum levels in the case study are dedicated security
module in free category 10, academic category 23, organizational category 14 and in
publication security module, 24 levels for journal and 8 levels for conference. In
determining the probability of an attack occurring, probabilities that are negligible
and close to zero are eliminated. Then, based on the available information, a
simulation model is presented, parameter change testing and calibration are
performed, and the best possible values are determined in accordance with the data.
This research tries to create security by estimating the effect of limit states in
processes by simulation by providing manual and systematic models. It also provides
optimization of possible changes for change management (parameter change testing
and calibration) and enables managers to make decisions without inducing risk, cost
and time according to existing scenarios.
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